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CHAPTER 1: OVERVIEW 
Indeni offers the first proactive root cause analysis solution for network devices, designed             
to cut setup and administration time, lower costs, and ensure a stable, secure network. It is                
the first truly proactive system that: 

ǒ Automatically identifies known devices. 
ǒ Correctly identifies proper settings for known devices, cutting deployment time to 

five minutes or less. 
ǒ Understands and analyzes thousands of parameters and compares settings in 

relation to each other. 
ǒ Measures traffic throughput and flags approaching maximums. 
ǒ Determines whether devices are partly or wholly functional or dead and, if 

non-functioning, identifies the cause and suggests remedial actions. 
ǒ Flags the administrator when an error is seen, via alerts which can be forwarded 

by SNMP, email or pager. 
ǒ Allows priority analysis of chosen critical parameters so that potentially severe           

problems can be flagged and dealt with first. 

This user guide provides detailed instructions for installing and using Indeni. Additional            
support is available at www.Indeni.com/support  

Requirements 

This guide is for technical users with a strong working knowledge of networking and              
network security administration. Users should be able to set up network devices on their              
own (Cisco routers, Check Point firewalls, etc., as the case may be) and be familiar with                
how to use the command line interface (CLI) for the chosen software.  

Indeni Server Requirements 

Indeni supports virtual servers such as VMware. Please contact Indeni support if you have              
questions regarding your virtual environment. The following server requirement rely on a            
parameter N which represents the number of network devices you plan to analyze with              
Indeni. 

ǒ CPU: 64-bit capable CPU (minimum of 2 cores, with additional one core per every 20               
devices in N)  

ǒ Hard drive: 170GB + (2GB * N). For example, for 10 devices, a total of 190GB is                 
required. 

ǒ RAM: The formula is 50MB times N + 2GB, with the minimum being 4GB. For example,                
for 50 devices a total of 4.5GB is required. For a production setup, Indeni requires the                
use of at least 4GB. 

 

http://www.indeni.com/support
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ǒ Connectivity: the server should be able to access all of the required devices via              
TCP/IP. The server will also need Internet access to retrieve software updates. These             
can be done via an HTTPS proxy as well. 

The installation file includes 64-bit Ubuntu 14.04 with the required packages, so there is no               
need to pre-install anything on the designated physical or virtual server. 

NOTE: The server must be connected a local network during the OVA installation. Lack of               
connectivity may result in the setup script hanging during network configuration. If it’s not              
possible to connect to the network then please contact support@Indeni.com  

Web User Interface Access Requirements 

The Indeni GUI is accessible via Web UI. Supported Internet browsers include: Microsoft 
Internet Explorer, Mozilla Firefox and  Google Chrome. The browser’s pop-up blocker needs 
to be disabled. 
 
NOTE: Experience shows that Google Chrome has the best performance of the above listed 
browsers and should be preferred.  

Indeni can analyze both local and remote network devices over VPN or directly, providing              
you with a complete and comprehensive view of your network deployment at a global level. 
 

Analyzed Device Requirements 

If communications between the user workstations and Indeni and/or the communications           
between Indeni and the analyzed devices pass through a firewall, please allow the             
following: 

Traffic from the user workstations to Indeni on the following ports: 
ǒ SSH (TCP 22) – Allows SSH access to the Indeni device’s operating system. 
ǒ HTTPS over TCP 8181 – Nonstandard port used for accessing the Indeni Web UI from               

users’ workstations. 

Traffic from Indeni to the analyzed devices: 
ǒ All Supported Devices (Advanced Analysis): 

ƺ SSH (TCP 22) – Used for collecting information from the analyzed devices.  
ƺ HTTPS (TCP 443) 
ƺ Ping (ICMP Echo) – Devices are pinged regularly by Indeni to ensure they are 

responding. Note: the ping test can be deactivated in the individual device’s 
configuration at the Monitored Devices sub-tab under Settings. 

CHAPTER 2: INSTALLATION 
As stated in the previous chapter, Indeni runs on a virtual server or on a physical server. 
Users will need to download the latest version of Indeni from www.Indeni.com.  

 

mailto:support@indeni.com
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Installations on Virtual Machines 

The Indeni OVA is used for deploying the system in virtualization environments as a virtual 
appliance. 

1. Access the download page at http://offers.Indeni.com/install-Indeni to download the         
Indeni OVA.  

2. Supply the downloaded OVA to your virtualization environment’s administrator for          
deployment. 

Configuring the  Indeni virtual appliance 

Log into the VMware interface, such as vSphere Web Client, and select "Deploy OVF              
Template" 

 

Select the OVF file and proceed to run the wizard 

 

http://offers.indeni.com/install-indeni
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The wizard will ask for the: 

1. Name and folder of the new VM 
2. VMware resource to use for the VM 
3. Storage device 
4. Select the relevant network (see below) 

 

 

After clicking on Finish, wait for the OVA deployment to complete. 
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Use the VMware interface to power up the VM and access its console. The initial login will                 
present a wizard to configure the device’s apt-get proxy, static IP, NTP server, time zone               
and hostname.  

The “apt-get proxy” should be configured if this VM is required to access the Internet via a                 
proxy, instead of directly. “apt-get” is used to update the Indeni software installed on the               
VM. 

 

 



INDENI USER GUIDE   10  
 

 

Logging in to the System - Console 

You can log in to the system after reboot, as shown in the previous section: 

Username: indeni 
Password: indeni4it 

In production environments, it is highly recommended that users change the default            
password, using the passwd command.  

Logging in to the System - Web Interface 

1. Open a browser window 

2. Access Indeni's web dashboard at:  

https://<Indeni_ip>:8181/ 

3. Substitute your server's IP address for <Indeni_ip> (example: 
https://10.3.1.87:8181/). 

4. Log in to the Indeni web dashboard: 

Username: admin 
Password:  admin123! 
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CHAPTER 3: OVERVIEW 
All major functions within Indeni are accessed from the tabs at the top of the dashboard.                
They include: 

● Operations Management 
● Tools 
● Settings 

These tabs are available from all main screens within Indeni. The functionality of each one               
is described in this chapter.  

Operations Management 

The Operations Management tab allows users to quickly add and configure new devices             
as well as view all current and archived alerts. Once devices have been added to the                
system, the screen for this tab provides at-a-glance information regarding alerts relating to             
each device, with rollover access to detailed information for each alert. Use the sub-tabs              
within this window (Alerts, Analysis, Knowledge Management , and Alert Archive) to            
access further functionality as described on the next page. 

 

The Add Device button shown in the Monitored Devices panel on the left side of the                
screen is accessible only from this window.  
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Use the black arrow beside each device group in the Monitored Devices panel to expand               
or collapse the display for more alert information related to individual devices. 
 
 
The sub-tabs in the Operations Management tab provide full access to all information 
and configuration settings related to alerts generated by Indeni: 
 

Alerts This tab displays all current alerts as well as the complete list of             
all analyzed devices and their associated alerts. Users can add          
devices, filter and search for alerts, and export alert data in           
several formats (pdf, csv, and xml).  

Analysis The Analysis tab provides the ability to visually track critical          
metrics over time. These metrics are correlated with the alerts          
that were issued at the relevant time.  

Knowledge Management 
Users have full control over how Indeni handles alerts for each 
device. This screen provides a full list of alert categories and 
access to configuration settings by alert and by device. 

Alert Archive Acknowledging alerts moves them from the Alerts list to the Alert           
Archive list. This screen allows quick access and filtering tools to           
search for specific archived alerts by date, device, or alert type. 

Complete functionality for the Operations Management tab is described in Chapter 5:            
Operations Management.  
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Tools 

The Tools tab allows users to Search for information in Indeni’s internal database, explore              
the device’s Live Configuration and export data from devices for further Troubleshooting.  

 

 

Live Configuration Users may instantly view the actual configurations on the         
analyzed devices using the Live Configuration sub-tab. The        
information presented by Indeni contains both software and        
hardware data and is clearly presented in a table format 
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Settings 

The Settings tab includes a wide range of functions using the sub-tabs. 

 

Monitored Devices Add and configure devices from this sub-tab, which functions         
identically to the Add Device button under Operations        
Management. Clicking on any device listed provides full access         
to its settings.  

Integration From this sub-tab, users can add SNMP masters for sending          
Indeni alerts directly to existing systems (such as NMSs) as well           
as add Syslog and SMTP servers.  

Users Add or delete users, set passwords, designate permissions, and         
allocate specific groups of devices to specific users from this          
sub-tab. 

Licenses On this sub-tab, Indeni displays the current state of user licenses,           
whether valid or expired. Users can also use this sub-tab to           
upload new licenses or download license details. 
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CHAPTER 4: GETTING STARTED 
To begin using Indeni, users must first add at least one device for the system to analyze.                 
By default at installation, the system has one user with a default login and password.  

Managing Users 

Indeni assigns administrator privileges by default to all users logged into the system. To              
add new users, set passwords, assign email contact information, and modify permissions for             
each person to be allowed access to the system, select the Settings tab, and then the                
sub-tab Users.  

NOTE: If more than one user is to access         
the Indeni Web UI at one time, then        
additional users must be created. Indeni      
will not allow concurrent users to have       
the same login. 

Adding a User 

1. Click the Add User button under 
Defined Users on the left side of 
the screen.  

2. In the dialog box, type a user name and select OK. 

Indeni displays the Selected User’s Details screen with additional fields as shown. Indeni             
does not allow renaming the individual user. If a mistake was made when entering the               
username, the administrator must use the Delete User button at the top of the screen to                
delete the user. Re-add the user with the correct name. Usernames are case sensitive.  

3. Set the user's password. Indeni     
requires the use of strong     
passwords. Passwords must be at     
least eight characters long and     
use both alphabetic and numeric     
characters. Passwords are case    
sensitive. 

4. Enter the individual’s email    
settings and the SMTP server. 

5. Assign permissions appropriate to    
this user.  

6. Choose the Groups this user will be allowed to view/manage. 
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7. Scroll down to the bottom of the screen and select Save. The Defined Users list on                
the left now displays the new users added to the system.  

Adding Devices to the System 

To begin using Indeni to manage and analyze network devices, recognized users must add              
devices to the system. This is a fast and easy process. 

Check Point 

GAiA 

Adding a User to GAiA via the Portal 

1. Log in to the Web UI. 
2. Navigate to User Management -> Users 
3. Select the ADD button in the viewing pane. 
4. Add a user and select OK. Be sure to select the /bin/bash shell and the               

adminRole. 

 

NOTE:  Check Point R80 Management Web UI screenshot below. 

 




