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Indeni offers the first proactive root cause analysis solution for network devices, designed
to cut setup and administration time, lower costs, and ensure a stable, secure network. It is
the first truly proactive system that:

Automatically identifies known devices.

Correctly identifies proper settings for known devices, cutting deployment time to
five minutes or less.

Understands and analyzes thousands of parameters and compares settings in
relation to each other.

Measures traffic throughput and flags approaching maximums.

Determines whether devices are partly or wholly functional or dead and, if
non-functioning, identifies the cause and suggests remedial actions.

Flags the administrator when an error is seen, via alerts which can be forwarded
by SNMP, email or pager.

Allows priority analysis of chosen critical parameters so that potentially severe
problems can be flagged and dealt with first.

This user guide provides detailed instructions for installing and using Indeni. Additional
support is available at www.Indeni.com/support

This guide is for technical users with a strong working knowledge of networking and
network security administration. Users should be able to set up network devices on their
own (Cisco routers, Check Point firewalls, etc., as the case may be) and be familiar with
how to use the command line interface (CLI) for the chosen software.

Indeni supports virtual servers such as VMware. Please contact Indeni support if you have
guestions regarding your virtual environment. The following server requirement rely on a
parameter N which represents the number of network devices you plan to analyze with
Indeni.

CPU: 64-bit capable CPU (minimum of 2 cores, with additional one core per every 20
devices in N)

Hard drive: 170GB + (2GB * N). For example, for 10 devices, a total of 190GB is
required.

RAM: The formula is 50MB times N + 2GB, with the minimum being 4GB. For example,
for 50 devices a total of 4.5GB is required. For a production setup, Indeni requires the
use of at least 4GB.


http://www.indeni.com/support
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Connectivity: the server should be able to access all of the required devices via
TCP/IP. The server will also need Internet access to retrieve software updates. These
can be done via an HTTPS proxy as well.

The installation file includes 64-bit Ubuntu 14.04 with the required packages, so there is no
need to pre-install anything on the designated physical or virtual server.

NOTE: The server must be connected a local network during the OVA installation. Lack of
connectivity may result in the setup script hanging during network configuration. If it's not
possible to connect to the network then please contact support@Indeni.com

The Indeni GUI is accessible via Web UI. Supported Internet browsers include: Microsoft
Internet Explorer, Mozilla Firefox and Google Chrome. The browser’s pop-up blocker needs
to be disabled.

NOTE: Experience shows that Google Chrome has the best performance of the above listed
browsers and should be preferred.

Indeni can analyze both local and remote network devices over VPN or directly, providing
you with a complete and comprehensive view of your network deployment at a global level.

If communications between the user workstations and Indeni and/or the communications
between Indeni and the analyzed devices pass through a firewall, please allow the
following:

Traffic from the user workstations to Indeni on the following ports:
0 SSH (TCP 22) - Allows SSH access to the Indeni device’s operating system.
6 HTTPS over TCP 8181 - Nonstandard port used for accessing the Indeni Web UI from

users’ workstations.

Traffic from Indeni to the analyzed devices:
0 All Supported Devices (Advanced Analysis):
3 SSH (TCP 22) - Used for collecting information from the analyzed devices.
3 HTTPS (TCP 443)
3 Ping (ICMP Echo) - Devices are pinged regularly by Indeni to ensure they are
responding. Note: the ping test can be deactivated in the individual device’s
configuration at the Monitored Devices sub-tab under Settings.

As stated in the previous chapter, Indeni runs on a virtual server or on a physical server.
Users will need to download the latest version of Indeni from www.Indeni.com.


mailto:support@indeni.com
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Installations on Virtual Machines

The Indeni OVA is used for deploying the system in virtualization environments as a virtual
appliance.

1. Access the download page at http://offers.Indeni.com/install-Indeni to download the
Indeni OVA.

2. Supply the downloaded OVA to your virtualization environment’s administrator for
deployment.

Configuring the Indeni virtual appliance

Log into the VMware interface, such as vSphere Web Client, and select "Deploy OVF
Template"

vmware® vSphere Web Client = Adrninis \BINDENICOM ~ | Help ~ |

Navigator | [ Tech Services i Actions = | . 3 Marms X x i

‘4 Home U v | Monitor  Manage  Related Objects | All12) | New (1) Acknowledged (1) l

‘ =] | Q Tech Services cruvsace | A 1032153

v (2103210 ‘irtual Machines: 10 3.87 GHz Hust hardware power status
~ [l indeni-datacenter

- MEMORY USAG
» [ Discovered vittual machine . o 5y cp ¥ 1032152
» CJFirewalls ; {3 STORAGE USA Host starage status
p Clindeni_app =3 965.74 GB

yEOIT
p [Misc

@ 1032152

Huost hardware power status

@ 1032151

Host hardware power status

Grine £ Actions - Tech Services v Tags

GTe Flew Virual Machine > Assigned Tag Categony Deseription
EDTE e vARp 3 This listis empty

GpTa 7 e Folder. “irtual maching CPU usage

@ B1KEME Chery-Bomb (172.29.0138)

5 Te) 5 Deploy OvF Template SRR
e | # Work In Progress
G Te Move Ta
EDTE Rename..
GyTa  Tags
GpTe  agd Permission..
» COTestt  pains
& Blue Cog
G Jenking
G Jenkins-ng
{5, License manager (10.3.3.66)
Ubuntu-14-Senver

Rernove from Ihventory

Select the OVF file and proceed to run the wizard


http://offers.indeni.com/install-indeni
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Deploy OVF Template

Select source
Selectthe source location

1 Source

Ll 1a Selectsource

1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive
2 Destination

(O URL
| -]
(=) Local file

CiUsers\administratorDownloadsindeni-server-2017-02-1.0va

3 Ready to complete

Finish || Cancel |

The wizard will ask for the:

1. Name and folder of the new VM

2. VMware resource to use for the VM

3. Storage device

4. Select the relevant network (see below)

Deploy OVF Template

Setup networks
Configure the networks the deployed template should use

1 Source
1a Selectsource
1b Review details Source Destination Configuration

» asoao - e B

2a Selectname and folder

~
»  2b Selecta resource
v

2c Selectstorage

b 2d Setup networks IP protocol:  IPw4 IP allocation:  Static - Manual @

~' 3 Readyto complete
Source: nat - Description

The nat network

Destination: INDENI-LAB-33 - Protocol setings

No configuration needed for this network

' Mext !I Finish ||

After clicking on Finish, wait for the OVA deployment to complete.
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vmware® vSphere Web Client  ft= I oHeln > 1 (2 -
Navigator X | [7] Task Console #
=
4 “Ms and Templates o L | Q - =
=
5
4 Home Tas Hame Target Status Initiator Oueued Far®| | 2
= Deploy OYF tamplate 1 Tech Services-10... - 16 % e SS0.LABINDENILC... >
|54 vCenter Inventory Lists > 3
i Initialize OVF deployment Q 10.3.2.152 " Completed Administrator@sso... =
FJ Hosts and Clusters > @
Delete virtual machine i) ' Completed SS0.LABINDENLC... ok
[&] v\s and Templates » : :
Rename virtual machine & Tech Services- 10 +  Completed SECLLABINDENLS
Storage
8 & 2 FPoweer Off virtual machine (# Tech Services-10.. v Completed SS0.LABINDENLC...
€ Networking > T S L T ¥
57 Policies and Profiles > ) 88 items
& Hybrid Cloud Manager >
Realize Orchestrator » | Deploy OVF template

&% Administration y | Status:  16%
Initiator:  SS0.LABIMDEML.COMMAministratar

|5 Log Browser Server. 10,3210
[l Events
&7 Tags Related events:

Created virtual machine Tech Services-10.3.3.155-59 on 10.3.2.152 in
indeni-datacenter

Mew MAC address (00:50:56:a0:87:c2) assigned to adapter INDEMI-LAB-33 for
Tech Services-10.3.31556-549

Aszsigned new BIOS UUID (4220c2e5-2hae-a68h-351c-4d100h4b1 9 to

Tech Services - 103 3155- 58 on 1032152 in indeni-datacenter

Azsign a new ingtance ULID (30200849-0h37-5M81-406d-4837 bEddfe9e) to =

@ New Search
[ saved searches

G| 2ZMBI201T 11:23:34 AM

2(16I2017 11:23:33 AM

ZHE20MT 112333 AM

Use the VMware interface to power up the VM and access its console. The initial login will
present a wizard to configure the device’s apt-get proxy, static IP, NTP server, time zone
and hostname.

The “apt-get proxy” should be configured if this VM is required to access the Internet via a
proxy, instead of directly. “apt-get” is used to update the Indeni software installed on the
VM.

Tech Services - 10.3.3.155 - 5.9 Toggle Keyboard | View Fullscreen | Send Ctr+Alt+Delete

for this mac

2) Conmf igure networ
3) Conf igure NTP servers
) Change time zone

Chal ¥ name
Bb) Quit the wizard (also 'q')
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You can log in to the system after reboot, as shown in the previous section:

Username: indeni
Password: indenidit

In production environments, it is highly recommended that users change the default
password, using the passwd command.

1. Open a browser window
Access Indeni's web dashboard at:

https://<Indeni ip>:8181/

3. Substitute your server's IP address for <Indeni_ip> (example:
https://10.3.1.87:8181/).
4. Log in to the Indeni web dashboard:

Username: admin
Password: admin123!

Y indeni
\-r

Thank you for choosing indeni - Network Optimism.

The system has been set up successfully and is ready to begin Login
its work. In order to log in, please use the form to the right.

o Password
Also, you may want to know that the server application supports

SNMP versions 2 and 3. The MIB file can be downloaded here.

More information is available on indeni's website. .. | Login
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CHAPTER 3: OVERVIEW

All major functions within Indeni are accessed from the tabs at the top of the dashboard.
They include:

 Operations Management
o Tools
o Settings

These tabs are available from all main screens within Indeni. The functionality of each one
is described in this chapter.

Operations Management

The Operations Management tab allows users to quickly add and configure new devices
as well as view all current and archived alerts. Once devices have been added to the
system, the screen for this tab provides at-a-glance information regarding alerts relating to
each device, with rollover access to detailed information for each alert. Use the sub-tabs
within this window (Alerts, Analysis, Knowledge Management , and Alert Archive) to
access further functionality as described on the next page.

Operate  Help

.
Qyindem

Settings

Operations Management

‘.- Alerts | Analysis  Knowledge Management  Alert Archive

Monitored Devices @

IV\VrTew | Add Device..

Search | Q

] g checkpeint

13 g checkpeint VMware Virtual Platform

-

=R R

75 BIG-IP Virtual Edition
oW

v
paleattenetworks PA-WVM
oW

4

4

© 0 0 0 O

= paleattenetworks Panorama

Current Alerts ®

Search | Q

X |[ view §| | Resolve § :VFr'eezeﬂi

| é}tpurt.. |

s e 1 TE T 16 16 TR 16 16 TR 15
2

M 4 1-120f23

Device
P, PAN15 (10.3.1.15)
o VSX(103.3.38)

F Montezuma (10.3....

|, Arkhan (10.3.3.61)
|, PANT4(10.3.1.14)
J., Knight {10.3.3.62)
|, Arkhan (10.3.3.61)
o VSK(10.3.3.38)
=, Metal (10.3.3.72)
= Metal (10.3.3.72)
|, Knight (10.3.3.62)
J®, Knight {10.3.3.62)

LA

Headline
High memory usage
DNS lookup failure(s)
DNS lookup failure(s)
DNS lookup failure(s)
High memory usage
Communication issues with certain log servers
Communication issues with certain log servers
License usage limit approaching
License usage limit approaching
Pnote(s) down
Pnote(s) down

Cluster down

Last Update
Feb 17, 2017 10:09:03 AM
Feb 16, 2017 01:05:19 PM
Feb 16, 2017 12:59:19 PM
Feb 16, 2017 12:59:19 PM
Feb 16, 2017 12:51:03 PM
Feb 16, 2017 12:46:20 PM
Feb 16, 2017 12:45:20 PM
Feb 16, 2017 12:35:32 PM
Feb 16, 2017 12:35:32 PM
Feb 16, 2017 12:33:14 PM
Feb 16, 2017 12:30:29 PM
Feb 16, 2017 12:30:07 PM

| reroaroiaes 5.9, bui 139 20170216 (d597435)

The Add Device button shown in the Monitored Devices panel on the left side of the
screen is accessible only from this window.
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Use the black arrow beside each device group in the Monitored Devices panel to expand
or collapse the display for more alert information related to individual devices.

The sub-tabs in the Operations Management tab provide full access to all information
and configuration settings related to alerts generated by Indeni:

Alerts This tab displays all current alerts as well as the complete list of
all analyzed devices and their associated alerts. Users can add
devices, filter and search for alerts, and export alert data in
several formats (pdf, csv, and xml).

Analysis The Analysis tab provides the ability to visually track critical
metrics over time. These metrics are correlated with the alerts
that were issued at the relevant time.

Knowledge Management
Users have full control over how Indeni handles alerts for each
device. This screen provides a full list of alert categories and
access to configuration settings by alert and by device.

Alert Archive Acknowledging alerts moves them from the Alerts list to the Alert
Archive list. This screen allows quick access and filtering tools to
search for specific archived alerts by date, device, or alert type.

Complete functionality for the Operations Management tab is described in Chapter 5:
Operations Management.




Tools

INDENI User Guipe 13

The Tools tab allows users to Search for information in Indeni’s internal database, explore
the device’s Live Configuration and export data from devices for further Troubleshooting.

Operate  Help

| Live Configuration ‘

Monitored Devices ®

Search | Q) | view 3|
All Objects
v 80 e
‘ Arkhan (10.3.3.61)
[aw ]
' FS5 (10.3.3.134)
[ow]
‘ Hideo (10.3.3.75)
| B4
Knight (10.3.3.62)
‘ Kojima (10.3.3.76)
| 24
‘ Metal (10.3.3.72)
[aw ]

‘ Montezuma (10.3.3.148)
N
! P1(10.3.3.150)

BA

Operations Management Tools

Settings

o
iy indent

Live Configuration ®

Overview

ARP Cache - Limit
CCF Mode

CPU

Cluster Member State (this)

ClusterXL Devices

Device: Arkhan/O5 (10.3.3.61)

i"alua: Gaia

Value: Check Point

Value: Viiware Virtual Platform
4096.0

broadecast

cpu-id-0:
Value: 2.02%

cpu-id-1:
Value: 29.28%

cpu-id-all-average:
Value: 15.74%

DOWN/INACTIVE

name-fwd:
Value: UP/ACTIVE

name-Interface Active Check:

Value: DOWN/INACTIVE

name-Filter:
Value: URIACTIVE

v Flnnnnes Ralnes

Live Configuration

Users may instantly view the actual

configurations on the

analyzed devices using the Live Configuration sub-tab. The
information presented by Indeni contains both software and
hardware data and is clearly presented in a table format




Settings
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The Settings tab includes a wide range of functions using the sub-tabs.

Operate  Help

Operations Management Tools

|.- Monitored Devices | Integration  Users

Defined Objects ®
~ Add Device... |
Search | Q
E Arkhan (10.3.3.61)
oW

FJ F5 (10.3.3.134)

oW

'] Hideo (10.3.3.75)
24

EJ Knight (10.3.3 62)

'J Kojima (10.3.3.76)
=

E Metal (10.3.3.72)
oW

EJ Montezuma (10.3.3.148)

E P1(10.3.3.150)
T3

-
—_— Qindent
Settings "

Licenses  indeni Insight

Selected Object's Details ®@
Device Name | Arkhan
Device [P 10.3.3.61
Device Status OKAY
Monitoring Method i_.\\'ai.'ancea_--é_sﬁ_"?i
> Connectivity
P Paths

P Troubleshooting

b’ Scheduled Maintenance Windows

| save | | Cancel | Delete |

Feb 19, 2017 02:32:21 PM 5.9.0 build 189.20170216 (d597488)

Monitored Devices

Integration

Users

Licenses

Add and configure devices from this sub-tab, which functions
identically to the Add Device button under Operations
Management. Clicking on any device listed provides full access
to its settings.

From this sub-tab, users can add SNMP masters for sending
Indeni alerts directly to existing systems (such as NMSs) as well
as add Syslog and SMTP servers.

Add or delete users, set passwords, designate permissions, and
allocate specific groups of devices to specific users from this
sub-tab.

On this sub-tab, Indeni displays the current state of user licenses,
whether valid or expired. Users can also use this sub-tab to
upload new licenses or download license details.
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To begin using Indeni, users must first add at least one device for the system to analyze.
By default at installation, the system has one user with a default login and password.

Indeni assigns administrator privileges by default to all users logged into the system. To
add new users, set passwords, assign email contact information, and modify permissions for
each person to be allowed access to the system, select the Settings tab, and then the

sub-tab Users.
Operate  Help 0 ![‘dﬁmwu ‘

NOTE: If more than one user is to access
the Indeni Web UI at one time, then
additional users must be created. Indeni mm,
will not allow concurrent users to have

the same login.

1. Click the Add User button under

D e i ed U ers 0N e (ot Slae Of T TP
the screen.

2. In the dialog box, type a user name and select OK.

Indeni displays the Selected User’s Details screen with additional fields as shown. Indeni
does not allow renaming the individual user. If a mistake was made when entering the
username, the administrator must use the Delete User button at the top of the screen to
delete the user. Re-add the user with the correct name. Usernames are case sensitive.

3. Set the user's password. Indeni _

. | Gt G Iy indeni
requires the wuse of strong .o o mETEm b
passwords. Passwords must be at
least eight characters long and
use both alphabetic and numeric
characters. Passwords are case
sensitive.

@ s senerouse

@ el

4. Enter the individual’'s email
settings and the SMTP server.

Save Cancel Delete

5. As_s'gn PO M IS SIONS A D O Dl A e O e T T
this user.

6. Choose the Groups this user will be allowed to view/manage.



INDENI USer GuipE 16

7. Scroll down to the bottom of the screen and select Save. The Defined Users list on
the left now displays the new users added to the system.

Adding Devices to the System

To begin using Indeni to manage and analyze network devices, recognized users must add
devices to the system. This is a fast and easy process.

Check Point
GAIA
Adding a User to GAIA via the Portal

1. Log in to the Web UI.

2. Navigate to User Management -> Users

3. Select the ADD button in the viewing pane.

4. Add a user and select OK. Be sure to select the /bin/bash shell and the

adminRole.
Add User i
. Available Roles A=zsigned Roles
Login Mame: indeni
moniterRele adminRole

Password: | oeenn (===

Confirm Passwaord: | sessssss

Real Name: Indeni | Add = |

Home Directory: /hemefindeni |<7m|

Shell: Ibin/bash |

Access Mechanisms

Web

Command Line

oK Cancel |

NOTE: Check Point R8O Management Web UI screenshot below.






